The Hidden Threat: DPRK Fake IT Employees

Executive Summary

North Korean threat actors have quietly infiltrated the global tech workforce by posing
as freelance IT professionals. These fake personas enable DPRK-backed operatives to
generate revenue, gain privileged access to sensitive systems, and conduct espionage.
This white paper explores how these schemes work, why CISOs and SMB owners should
care, and how to protect against this emerging threat.

Introduction

In recent years, the U.S. Department of Justice and FBI have repeatedly warned about
North Korea's use of "disguised employment” schemes. Operatives pose as remote
developers and contractors, leveraging freelance platforms and global hiring trends to
access Western networks under false identities. The impact is wide-ranging—financial
fraud, data theft, and increased risk of supply chain compromise.

Background

North Korea's cyber operations are a vital source of income for the regime. Beyond
ransomware and crypto theft, a more insidious tactic has emerged: employment fraud.
Thousands of DPRK nationals are believed to be working under false identities for
unsuspecting organizations, including:

e - U.S. and European tech startups
- Cryptocurrency firms
- Government contractors

These actors use stolen or synthetic identities, false resumes, and sometimes even
deepfake video interviews to pass vetting processes. Once inside, they gain access to
internal systems, exfiltrate data, or pass credentials to other threat actors. SMBs are
especially vulnerable due to limited vetting resources and high demand for affordable IT
talent.

Proposed Solutions / Analysis
Red Flags for Employers:

e - Developers reluctant to appear on video or provide government-issued 1D
- Inconsistencies in work history or language skills
- Use of intermediaries or job brokers during onboarding



Best Practices:

1. Use robust identity verification tools — Go beyond LinkedIn profiles and resumes.

2. Require multi-factor authentication (MFA) — Even for contractors.

3. Limit access — Assign least-privilege permissions and review regularly.

4. Monitor geolocation and login anomalies — Sudden IP shifts may indicate deception.
5. Avoid one-person outsourcing firms — Especially those that push for wire transfers or
crypto payments.

Case Study

In 2022, the U.S. government seized over $1.5 million earned by DPRK IT workers posing
as contractors for U.S. companies. One such developer was embedded in a fintech
startup and had access to internal repositories and production credentials. The company
only became aware after a federal investigation.

Conclusion

DPRK fake IT employees are a stealthy and growing threat to organizations of all sizes.
As the freelance tech economy grows, so too does the risk of inadvertently hiring hostile
actors. CISOs and SMB leaders must take proactive steps to verify identities, enforce
access controls, and monitor activity for signs of fraud.

Securewave Threat Intelligence encourages all organizations to:

- Reassess contractor vetting protocols

- Incorporate cyber threat intelligence into HR and hiring workflows

- Stay informed on nation-state threats through government advisories and industry
reports

References

- FBI & DOJ Public Warnings on DPRK Freelance Schemes (2022-2024)
- U.S. Treasury Financial Sanctions on DPRK Cyber Actors

- CISA, "North Korean IT Worker Red Flags" (Advisory No. AA22-148A)



